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Abstract  

Banking fraud has become a significant challenge due to the rapid growth of digital financial transactions and evolving 

cyber threats. Cybersecurity frameworks play a crucial role in mitigating such risks by enhancing detection and 

prevention capabilities. This study aims to evaluate the effectiveness of different machine learning-based approaches 

for identifying fraudulent banking transactions within the context of cybersecurity controls. A synthetic yet realistic 

banking dataset consisting of 12,000 transactions from 3,000 customers was used for analysis. The dataset includes 

transaction details, behavioral attributes, and security-related features such as authentication methods and risk scores. 

Several classification models, including Logistic Regression, Random Forest, XGBoost, Support Vector Machine (SVM), 

and K-Nearest Neighbors (KNN), were implemented. The dataset was split into training (80%) and test (20%) sets, and 

performance was evaluated using accuracy, precision, recall, F1-score, ROC-AUC, and Precision-Recall metrics. The 

experimental results indicate that ensemble-based models such as Random Forest and XGBoost achieved higher 

accuracy (above 98%) and better overall performance compared to other models. However, despite high accuracy, all 

models struggled to detect minority fraud cases due to class imbalance, as reflected in lower recall and F1 Scores for the 

fraud class. Logistic Regression provided stable performance with interpretable results, while SVM and KNN showed 

comparatively lower effectiveness in fraud detection. The findings suggest that while cyber security-inspired feature 

engineering improves model performance, addressing class imbalance remains critical for reliable fraud detection. The 
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study concludes that advanced ensemble techniques, combined with appropriate data-balancing strategies, can 

significantly enhance the effectiveness of cybersecurity frameworks in preventing banking fraud. 

Keywords: Banking Fraud Detection; Cyber Security Framework; Machine Learning; Random Forest; XGBoost; Fraud 
Classification. 

1. Introduction 

The rapid growth of digital banking has transformed the financial sector by enabling faster transactions, remote access, 

and improved customer convenience through online platforms and automated systems. However, this transformation 

has also increased financial institutions' exposure to cyber threats, including phishing, malware, identity theft, account 

compromise, and transaction fraud, making cybersecurity a central concern in modern banking operations (Asakpa, 

2023). Because banks handle sensitive customer information, high-value assets, and critical financial infrastructures, 

they remain prime targets for cybercriminals. To reduce these risks, institutions increasingly rely on cybersecurity and 

compliance frameworks that support risk governance, data protection, and consumer trust in digital financial 

environments (Chukwuemeka Iregbu, 2025; Tamrakar & Rajput, 2025). Among the most widely discussed approaches, 

cybersecurity frameworks such as NIST CSF, ISO/IEC 27001, PCI-DSS, and integrated risk management models provide 

structured mechanisms for identifying vulnerabilities, strengthening controls, and improving cyber resilience in 

banking(Azura et al., 2025; Olutimehin, 2025). Broader research also emphasizes that resilient financial institutions 

require strategic threat mitigation, adaptive defense, and continuous preparedness against evolving attacks (Tope 

Oladele Jooda et al., 2023; Tran, 2025). At the operational level, machine learning and AI-driven systems are increasingly 

used to detect fraudulent behavior by analyzing transaction patterns, behavioral indicators, and anomalies more 

efficiently than traditional rule-based systems. These techniques have shown promise in improving fraud monitoring 

and supporting real-time detection in banking environments(Agbeve et al., 2025). In addition, studies on internet 

banking security stress the importance of protecting account holders' personal and transactional information through 

optimized cybersecurity techniques and layered defense frameworks (Yasir Ali Solangi, 2025). The seriousness of this 

issue is further reflected in major financial cyber incidents, particularly the Bangladesh Bank cyber intrusion, which 

demonstrated how weaknesses in financial cybersecurity can create severe legal, institutional, and economic 

consequences. At the same time, emerging threats continue to push financial institutions toward stronger encryption 

and more advanced security architectures to safeguard sensitive records (Gbadebo, 2025). Despite growing research in 

this field, limited empirical studies compare multiple machine learning models within the broader context of 

cybersecurity frameworks for banking fraud prevention. Therefore, this study evaluates the effectiveness of cyber 

security frameworks in preventing banking fraud by comparing Logistic Regression, Random Forest, XGBoost, Support 

Vector Machine (SVM), and K-Nearest Neighbors (KNN) using transaction, behavioral, and security-related features.  

 

2. 2. Literature Review 

2.1. Recent Developments in Cyber Security Frameworks for Banking Fraud Prevention 

Recent developments in cybersecurity frameworks for banking fraud prevention show a clear movement from 

conventional static controls toward more intelligent, adaptive, and privacy-aware security models. Earlier discussions 

on AI in banking security emphasized the growing role of artificial intelligence in strengthening cyber defense, fraud 

identification, and risk control in financial systems(Soni, 2019). More recent studies have expanded this line of research 
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by proposing ensemble-based fraud detection models that combine multiple algorithms to improve detection 

performance and provide stronger countermeasures against financial transaction cyber threats (Alhashmi et al., 2023). 

At the same time, emerging research highlights that modern fraud prevention frameworks must also address privacy 

and regulatory compliance, particularly in digital banking environments, where federated learning has been introduced 

as a promising privacy-preserving approach for collaborative fraud detection without direct data sharing(Umakor et 

al., 2025). Broader AI-driven cybersecurity research further indicates that advanced machine learning techniques for 

real-time fraud monitoring, anomaly detection, and risk mitigation increasingly support current financial protection 

frameworks. However, concerns regarding false negatives, fairness, and governance remain important (Ajayi et al., 

2025). In banking-specific fraud analytics, recent work also shows growing interest in unsupervised learning 

approaches, as traditional rule-based systems often fail to keep pace with rapidly evolving fraud behavior in digital 

transactions (Karthik Meduri, 2024). In addition, systematic review evidence suggests that machine learning and deep 

learning have become central to current research on cyber fraud detection in banking, particularly because they offer 

more flexible and scalable alternatives to conventional fraud monitoring techniques (Marazqah Btoush et al., 2023). 

 

2.2. Theoretical and Practical Foundations of Fraud Detection in Banking 

Fraud detection in banking is grounded in both core security controls and adaptive analytical systems. In practice, banks 

rely on measures such as multi-factor authentication, encryption, monitoring, and awareness programs to reduce fraud 

risk (Elantheraiyan et al., 2024). At the same time, modern banking increasingly depends on updated digital 

infrastructure and AI-supported systems to trace suspicious and illegal transactions more effectively (Prakash, 2018). 

Recent studies further show that machine learning has strengthened fraud detection by enabling anomaly detection, 

risk assessment, and real-time threat mitigation beyond traditional rule-based methods (Doddipatla & Ramadugu, 

2025).In addition, integrated banking security models now combine encryption, biometric authentication, AI-based 

fraud monitoring, and compliance mechanisms to provide a more practical, layered fraud detection framework (S. 

Madhumitha & Ms. N. Vaishnavi, 2025). 

2.3. Cyber Security and Fraud Detection Challenges in Digital Banking 

Digital banking faces growing cybersecurity and fraud-detection challenges as threats become more adaptive, data-

intensive, and difficult to identify in real time. Recent studies show that banks must deal with insider threats, phishing 

attacks, and unusual transaction behavior, for which traditional security methods often fail to detect effectively 

(Muthukumarasamy & Vanitha, 2025). At the same time, mobile banking systems face major risks related to secure 

cloud transactions, response time, and balancing strong encryption with operational efficiency(Yuvarani & 

Mahaveerakannan, 2025a). Authentication also remains a challenge, as online banking platforms must reduce spoofing, 

identity theft, and unauthorized access while maintaining reliable user verification (Alkhafaji et al., 2025). In mobile 

banking, behavioral biometrics offer continuous monitoring, but issues such as privacy, model transparency, user 

variability, and adversarial attacks still complicate secure deployment (Kacheru, 2025). More broadly, AI-powered 

fraud detection improves risk management, yet false positives, evolving fraud patterns, and the need for real-time, 

adaptive learning remain persistent challenges in digital finance (Dharmireddi et al., 2025). In addition, IoT-cloud 

banking environments introduce further concerns related to data breaches, unauthorized access, and transaction 
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integrity, making secure storage and communication a continuing challenge for financial institutions (Yuvarani & 

Mahaveerakannan, 2025b). 

2.4. Limitations of Current Banking Fraud Detection Research 

Current research on banking fraud detection still has several limitations. Existing studies show that many systems 

struggle to adapt to evolving threats, high false-positive rates, and real-time operational demands in financial 

environments(Karn et al., 2025). Ensemble and machine learning models improve detection, but their generalizability 

is often limited by dataset constraints and the need for further validation across broader fraud patterns (Tamanna et 

al., 2024). Broader review evidence also indicates that explainability, privacy, bias, and the dynamic nature of fraud 

remain major barriers to the scalable adoption of AI in financial networks (Jahan Sarna et al., 2025). In addition, research 

on the US financial market highlights that regulatory, ethical, and transparency concerns continue to complicate the 

sustainable deployment of AI-based fraud detection systems(Chukwu, 2025). Related financial AI research further 

shows that data privacy risks and algorithmic bias can undermine fairness and trust even when cybersecurity 

governance is not sufficiently robust (Salami et al., 2025). 

2.5. Research Gap 

Although previous studies have discussed cybersecurity frameworks and AI-based fraud detection in banking, limited 

research has empirically compared multiple machine learning models using transaction, behavioral, and security-

related features in a single analytical framework. In addition, the challenge of class imbalance in detecting minority 

fraud cases has received comparatively less attention. Therefore, a clear need exists for a comparative study evaluating 

the effectiveness of models for banking fraud detection within the context of cybersecurity controls. 

2.6. Research Questions 

Based on the identified research gap, this study seeks to address the following research questions: 

1. How do different machine learning models compare in detecting fraudulent banking transactions?  
2. Which machine learning model provides the highest effectiveness in banking fraud classification?  
3. How do transaction, behavioral, and security-related features contribute to fraud detection performance?  
4. How does class imbalance affect the identification of fraudulent transactions by machine learning models?  
5. How can machine learning-based fraud detection support stronger cybersecurity practices in banking systems? 

2.7. Research Objectives 

The primary objective of this study is to evaluate the effectiveness of cybersecurity frameworks in preventing banking 
fraud by applying machine learning techniques. Specifically, the study aims to: 

1. To compare the performance of different machine learning models in detecting fraudulent banking 

transactions.  

2. To identify the model that provides the highest effectiveness in banking fraud classification.  

3. To examine the contribution of transaction, behavioral, and security-related features to fraud detection 

performance.  

4. To assess the impact of class imbalance on the identification of fraudulent transactions.  

5. To evaluate how machine learning-based fraud detection can support stronger cybersecurity practices in 

banking systems. 
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3. 3. Materials and Methods 

3.1. Study Area 

This study was conducted within the context of digital banking environments, where cybersecurity controls and fraud-

detection mechanisms are integrated into transaction processing systems. The study focuses on banking platforms that 

conduct financial activities through electronic and online channels. These environments provide an appropriate setting 

for examining how cybersecurity frameworks and machine learning techniques can help prevent fraudulent banking 

transactions. 

 

3.2. Study Design 

This study employed a quantitative and comparative research design. The objective was to evaluate the effectiveness of 

different machine learning models for detecting fraudulent transactions within a cybersecurity framework. A structured 

banking dataset was used to compare model performance using standard classification metrics. 

 

3.3. Sample Size and Selection 

The dataset used in this study consisted of 12,000 banking transaction records collected from 3,000 customers. The 

data were prepared in a synthetic yet realistic format to represent actual banking transaction behavior. The dataset 

included both legitimate and fraudulent transactions. For model development and validation, the dataset was split into 

training and test sets at an 80:20 ratio. 

 

3.4. Measures and Variables 

The study included transaction, behavioral, and security-related variables relevant to banking fraud detection. These 

variables included transaction amount, authentication method, device type, and risk score. The dependent variable was 

fraud classification (normal or fraudulent), while the independent variables served as predictors in the machine 

learning models. 

Feature Selection Justification: Features were selected based on a combination of domain knowledge from the banking 

fraud detection literature and alignment with established cybersecurity frameworks (such as NIST CSF and ISO 27001). 

Specifically: 

• Security-related features (e.g., risk score, CVV validation, authentication method, IP address flag) were 
prioritized because they directly correspond to key preventive and detective controls in cybersecurity 
frameworks. For instance, risk score and authentication method align with the Protect (PR.AC) and Detect 
(DE.AE) functions of the NIST Cybersecurity Framework. 

• Transaction and behavioral features (e.g., transaction amount, device type, account balance, transaction type, 
location) were selected for their proven predictive power in identifying anomalous patterns, as supported by 
prior studies on fraud analytics. 

• This domain-driven and framework-aligned approach ensures that the selected features are not only 
statistically relevant but also practically meaningful for real-world cybersecurity governance in banking. 
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Additionally, the Random Forest model's feature importance analysis (see Figure 5) further validated that risk score, 

CVV validation, and transaction amount were among the most influential variables, confirming the appropriateness of 

the initial feature selection. 

Mapping of Features to Cyber Security Frameworks 

To strengthen the connection between the selected features and established cybersecurity practices, the following table 

maps the key features used in this study to specific controls in the NIST Cybersecurity Framework (CSF) and ISO/IEC 

27001. 

Table 1: Mapping of Selected Features to Cyber Security Framework Controls 

Feature NIST CSF Function & 
Category 

ISO 27001 Control Example Rationale 

Risk Score Detect (DE.AE) – 
Anomalies and Events 

A.8.2 Information 
Classification & Risk 
Assessment 

Identifies potential anomalous 
behavior in real-time 

Authentication 
Method 

Protect (PR.AC) – 
Identity & Access 
Management 

A.5.17 Authentication 
Information & A.8.3 System 
Access Control 

Ensures proper user 
verification and prevents 
unauthorized access 

CVV Validation Protect (PR.DS) – Data 
Security 

A.8.24 Use of Cryptography Verifies card authenticity and 
protects sensitive payment 
data 

IP Address Flag Detect (DE.CM) – 
Security Continuous 
Monitoring 

A.12.4 Logging and Monitoring Helps detect suspicious access 
locations and potential fraud 

Transaction 
Amount 

Detect (DE.AE) + 
Respond 

A.6.1 Internal Organization & 
Risk Treatment 

Supports anomaly detection 
based on unusual monetary 
values 

Device Type & 
Location 

Protect (PR.AC) + Detect 
(DE.AE) 

A.8.1 Responsibility for Assets Monitors behavioral context 
for fraud risk assessment 

This explicit mapping demonstrates that the feature engineering in this study is not arbitrary but grounded in 

recognized cybersecurity governance frameworks. By aligning transaction, behavioral, and security-related features 

with the NIST CSF's Protect and Detect functions and ISO 27001 controls, the study bridges technical machine learning 

models with practical cybersecurity implementation in banking environments. 

3.5. Data Collection Procedure 

The data were organized in a structured format to simulate realistic banking transaction activities. Each record 

represented a transaction associated with a customer profile and security-related attributes. Before model 
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implementation, the dataset was cleaned and prepared for analysis. Relevant features were selected, and the fraud label 

was used as the target variable for classification. 

 

3.6. Research Tools and Techniques 

Five machine learning algorithms were applied in this study: Logistic Regression, Random Forest, Support Vector 

Machine (SVM), XGBoost, and K-Nearest Neighbors (KNN). These models were selected because of their common use in 

fraud detection and classification studies. The analysis was conducted using Python-based tools for data processing, 

model training, prediction, and evaluation. 

3.7. Data Analysis Techniques 

Model performance was evaluated using accuracy, precision, recall, and F1-score. In addition, the Random Forest model 

was further examined using a confusion matrix, ROC curve, Precision-Recall curve, and feature importance analysis. 

These techniques were used to compare the models' effectiveness and identify the most influential features in fraud 

detection. Table 2 summarizes the main components of the research design, including the dataset, data split, target 

variable, machine learning models, and evaluation metrics. 

 

Table 2: Summary of the Research Design 

Item Details 

Data 12,000 transactions; 3,000 customers 

Method Quantitative comparative approach 

Split 80:20 

Output Fraud classification 

Models LR, RF, SVM, XGBoost, KNN 

Measures Accuracy, Precision, Recall, F1-score 

 

4. 4. Results and Analysis 

4.1. Comparison of Model Performance 

This section presents the experimental results and analytical findings obtained from the machine learning models 

applied in this study. The primary objective of the analysis is to evaluate the performance of different models for 

detecting fraudulent banking transactions using transaction attributes, behavioral patterns, and security-related 

features. In this research, five machine learning algorithms—Logistic Regression, Random Forest, Support Vector 

Machine (SVM), XGBoost, and K-Nearest Neighbors (KNN)—were implemented and tested using the prepared dataset. 

The dataset consisted of 12,000 transaction records collected from 3,000 customers and included various features such 

as transaction amount, authentication method, device type, and risk score. The dataset was divided into training and 

testing sets following an 80:20 ratio. Model performance was evaluated using several statistical metrics, including 
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accuracy, precision, recall, and F1-score. The overall performance comparison of the models based on these evaluation 

metrics is summarized in Table 3. 

Table 3: Comparison of Model Performance 

Model Accuracy Precision Recall F1-score 

Logistic Regression 0.9779 0.9838 0.9779 0.9807 

Random Forest 0.9896 0.9793 0.9896 0.9844 

SVM 0.9854 0.9839 0.9854 0.9846 

XGBoost 0.9808 0.9829 0.9808 0.9818 

KNN 0.9888 0.9835 0.9888 0.9853 

 

4.2. Most Effective Fraud Detection Model 

Figure 1 presents the comparative performance of the machine learning models used in this study based on accuracy, 

precision, recall, and F1-score. Among the evaluated models, Random Forest achieved the highest overall accuracy of 

0.9896, indicating its strong ability to detect fraudulent banking transactions. K-Nearest Neighbors (KNN) and Support 

Vector Machine (SVM) also demonstrated competitive performance with accuracies of 0.9888 and 0.9854, respectively. 

XGBoost showed stable performance with an accuracy of 0.9808, while Logistic Regression achieved 0.9779. The 

precision, recall, and F1-score values further illustrate the comparative behavior of the models across different 

evaluation metrics. Although most models achieved high overall accuracy, detailed analysis indicates that detecting 

fraudulent transactions remains challenging due to the dataset's class imbalance. Ensemble-based methods such as 

Random Forests and XGBoost exhibited better generalization, while Logistic Regression provided consistent, 

interpretable results. 
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Figure 1: Performance of Fraud Detection Models 

 
Overall, the results indicate that Random Forest provides the most effective and reliable performance for the given 

dataset, followed closely by KNN and SVM. 

 

4.3. Impact of Class Imbalance on Fraud Detection Performance 

The Random Forest model demonstrated superior performance in detecting fraudulent banking transactions compared 

to other models used in this study. The model achieved an overall accuracy of 0.9896, indicating its effectiveness in 

classifying transaction data. The evaluation metrics, including precision, recall, and F1-score, were calculated to assess 

the model's performance in detail, as presented in Table 4. 

 

Table 4: Impact of Class Imbalance on Random Forest Performance 

Class Precision Recall F1-score Support 

0 (Normal) 0.9896 1.0000 0.9948 2375 

1 (Fraud) 0.0000 0.0000 0.0000 25 

Accuracy 
  

0.9896 2400 

Macro Avg 0.4948 0.5000 0.4974 2400 

Weighted Avg 0.9793 0.9896 0.9844 2400 

 
Despite achieving high overall accuracy, the Random Forest model failed to correctly identify fraudulent transactions, 

as indicated by zero precision, recall, and F1-score for the fraud class. This issue arises from severe class imbalance in 
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the dataset, where normal transactions significantly outnumber fraudulent ones. As a result, the model is biased toward 

the majority class, resulting in poor fraud-detection performance. Therefore, although Random Forest demonstrates 

strong overall classification performance, additional techniques such as data resampling, class balancing, or cost-

sensitive learning are necessary to improve its effectiveness in detecting fraudulent cases. 

4.3.1. Analysis of Class Imbalance and Balancing Techniques 

The severe class imbalance in the dataset (only 25 fraud cases out of 2,400 in the test set) caused the models to be 

heavily biased toward the majority (normal) class. As a result, even the best-performing model (Random Forest) 

achieved zero recall and F1-score for the fraud class, despite high overall accuracy. 

Standard balancing techniques such as SMOTE (Synthetic Minority Over-sampling Technique) and ADASYN (Adaptive 

Synthetic Sampling) are commonly used to address this issue. SMOTE generates new synthetic fraud samples through 

linear interpolation between existing minority instances, while ADASYN focuses more on difficult-to-learn borderline 

examples. However, these techniques may fail or underperform in fraud detection for several reasons: 

• They can introduce noise or unrealistic synthetic samples, especially when fraud patterns are highly diverse 
and evolving. 

• In cases of significant class overlap (where some normal transactions resemble fraud), oversampling can 
worsen model confusion. 

• Simple oversampling without proper cleaning (e.g., SMOTE + Tomek links) often leads to overfitting on 
synthetic data, reducing generalization to unseen real transactions. 

To overcome these limitations, this study recommends adopting cost-sensitive learning (e.g., assigning a higher 

misclassification cost to the fraud class in XGBoost or Random Forest) alongside advanced oversampling. Cost-sensitive 

approaches directly optimize for the high financial cost of missing fraud cases rather than just balancing the dataset. 

Future experiments should include a systematic comparison of SMOTE, ADASYN, and cost-sensitive methods to identify 

the most effective combination for banking fraud detection. 

4.4. Further Evaluation of Random Forest Model 

The Random Forest model demonstrated superior performance in detecting banking transactions, achieving a high 

overall accuracy of 0.9896. This indicates that the model is highly effective in classifying transaction data under general 

conditions. However, further evaluation using class-wise performance metrics reveals important insights regarding its 

effectiveness in fraud detection. The model's classification outcomes are further illustrated in Figure 2. 
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Figure 2: Confusion Matrix of Random Forest Model 

 
The Receiver Operating Characteristic (ROC) curve is used to evaluate the Random Forest model's ability to distinguish 

between normal and fraudulent transactions. It provides a graphical representation of the trade-off between the true 

positive rate (TPR) and false positive rate (FPR) at different threshold values. The ROC curve for the Random Forest 

model is illustrated in Figure 3, along with the Area Under the Curve (AUC) score. 
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Figure 3: ROC Curve of Random Forest Model 

 
The Precision-Recall (PR) curve is used to evaluate the performance of the Random Forest model, particularly in 

handling imbalanced datasets where the minority class (fraud) is of greater importance. It illustrates the trade-off 

between precision and recall at different classification thresholds. The PR curve for the Random Forest model is 

presented in Figure 4, along with the Average Precision (AP) score. 
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Figure 4: Precision-Recall Curve of Random Forest Model 

 

4.5. Contribution of Features to Fraud Detection 

Feature importance analysis is conducted to identify the most influential variables contributing to fraud detection in 

the Random Forest model. This analysis helps in understanding which transaction attributes and security-related 

features have the greatest impact on model predictions. The top 20 most important features identified by the model are 

illustrated in Figure 5. 
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Figure 5: Top 20 Feature Importances of Random Forest Model 

 
As shown in Figure 5, the most significant feature influencing fraud detection is the risk score, followed by CVV 
validation, transaction amount, IP address flag, and account balance. These features are directly related to transaction 
security and user behavior, underscoring their strong relevance for identifying fraudulent activity. In addition, 
demographic and categorical features such as transaction type, location, card type, and authentication method also 
contribute to the model's decision-making process, although with comparatively lower importance. This suggests that 
combining numerical risk indicators with contextual transaction information improves the model's predictive 
capability. The findings of this study demonstrate that machine learning techniques can provide practical support for 
detecting and preventing fraudulent activities in banking systems. By analyzing transaction patterns, user behavior, and 
security-related attributes, the proposed approach can help financial institutions identify suspicious transactions more 
effectively and make faster, more accurate real-time fraud detection decisions. In real-world banking environments, 
such systems may reduce financial losses, improve transaction security, and enhance customer trust. Therefore, 
integrating machine learning-based fraud detection systems into banking platforms can significantly strengthen 
cybersecurity frameworks and support more secure and efficient financial operations. 
 

4.6. Cost Analysis of Classification Errors 

Although the evaluated models achieved high overall accuracy (ranging from 97.79% to 98.96%), relying solely on 

accuracy as a performance metric can be highly misleading in the context of banking fraud detection. In fraud detection 

tasks, the dataset is severely imbalanced, with fraudulent transactions accounting for less than 1% of total cases. In such 

scenarios, a model can achieve very high accuracy by predicting almost all transactions as "normal" (the majority class), 

while completely failing to detect actual fraud cases. 

In real-world banking operations, the cost of different types of errors varies significantly: 
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• False Negative (FN): A fraudulent transaction is incorrectly classified as normal. This results in direct financial 
losses for the bank and the customer, potential regulatory penalties, reputational damage, and loss of customer 
trust. The financial impact of a single large fraud case can be substantial. 

• False Positive (FP): A legitimate transaction is incorrectly flagged as fraud. This leads to customer 
inconvenience, declined transactions, increased manual investigation costs, and possible loss of legitimate 
business. However, the cost is significantly lower than that of False Negatives. 

To better reflect the operational reality, future fraud detection systems should incorporate cost-sensitive evaluation 

metrics. For example, a cost matrix can be defined in which the cost of a False Negative is set 50 to 100 times higher 

than the cost of a False Positive. This approach prioritizes models that minimize expensive misses (low recall for 

fraud class) rather than maximizing overall accuracy. The current study acknowledges that ensemble models like 

Random Forest and XGBoost, despite high accuracy, showed zero recall for the fraud class in the test set. This 

highlights the urgent need to move beyond traditional accuracy-based evaluation toward business-oriented and 

cost-aware performance assessment when integrating machine learning into cybersecurity frameworks for 

banking fraud prevention. 

5. Discussion 

The findings of this study suggest that machine learning can strengthen cybersecurity frameworks for banking fraud 

prevention, particularly by improving transaction monitoring and enabling faster decision-making. The strong overall 

performance of Random Forest, KNN, and SVM is broadly consistent with prior research showing that advanced AI and 

deep learning models improve fraud detection in banking, especially in real-time and high-volume transaction 

environments (Khaled Alarfaj & Shahzadi, 2025). However, the present study also shows that high overall accuracy does 

not necessarily mean effective fraud detection, since the weak identification of minority fraud cases reflects an 

important practical limitation also emphasized in wider AI-based financial security research, where adaptability, 

governance, and operational reliability remain essential (Oladipupo Dopamu et al., 2024). In this sense, the results 

support the view that fraud detection should be integrated with secure enterprise controls, compliance mechanisms, 

and real-time analytics rather than treated as a standalone prediction task (Anbazhagan, 2025). They also align with 

broader evidence that effective fraud prevention depends not only on powerful models but also on strong feature 

engineering, explainability, and the ability to respond to evolving fraud patterns in dynamic systems (Temitope 

Oluwatosin Fatunmbi, 2024). Finally, the need to evaluate effectiveness beyond simple accuracy is consistent with 

conceptual work stressing that system quality in financial environments must also consider trust, oversight, and 

practical reliability under complex operating conditions (Babalola et al., 2022)(Babalola et al., 2022). 

Furthermore, the high overall accuracy observed in this study must be interpreted with caution. In highly imbalanced 

fraud-detection problems, accuracy alone does not adequately reflect a model's practical usefulness or operational 

value. As demonstrated in the results, even the best-performing model (Random Forest) achieved 98.96% accuracy but 

failed to detect any fraudulent transactions (recall = 0.000 and F1-score = 0.000 for the fraud class). This highlights a 

critical limitation: models can appear highly effective by simply classifying the vast majority of transactions as normal, 

while completely missing the rare but high-impact fraud cases. 

In real-world banking environments, the cost of misclassifications is asymmetric. A False Negative (FN) — failing to 

detect a fraudulent transaction — can lead to substantial direct financial losses, regulatory penalties, reputational 
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damage, and erosion of customer trust. In contrast, a False Positive (FP) mainly causes customer inconvenience and 

additional manual review costs, which are significantly lower than the consequences of missed fraud. Therefore, 

banking institutions should move beyond traditional accuracy metrics and adopt cost-sensitive learning approaches. 

These methods assign higher penalties to False Negatives during model training and evaluation, thereby prioritizing 

recall and F1-score for the minority (fraud) class. Such cost-aware evaluation ensures more meaningful and practical 

outcomes when integrating machine learning models into cybersecurity frameworks for banking fraud prevention. 

In conclusion, this study demonstrates that while ensemble machine learning models such as Random Forest and 

XGBoost can achieve high overall accuracy in detecting banking fraud, relying solely on accuracy metrics is misleading 

in highly imbalanced datasets. The persistent failure to identify minority fraud cases, driven by severe class imbalance, 

underscores the critical need for cost-sensitive learning approaches that prioritize minimizing the high financial and 

reputational cost of False Negatives over False Positives. Furthermore, the explicit mapping of security-related features 

to NIST CSF and ISO 27001 controls enhances the integration of technical models with established cybersecurity 

governance frameworks. However, the use of synthetic data limits generalizability, and important ethical concerns, 

including algorithmic bias and fairness, must be adequately addressed through explainable AI and fairness-aware 

techniques. Ultimately, enhancing the effectiveness of cyber security frameworks in preventing banking fraud requires 

a balanced combination of advanced predictive modeling, appropriate data balancing strategies, robust feature 

engineering, and strong ethical safeguards to ensure reliable, fair, and operationally valuable outcomes in real-world 

banking environments. 

5.1. Ethical Considerations and Algorithmic Bias  

The application of machine learning models in banking fraud detection raises important ethical concerns, particularly 

regarding algorithmic bias and fairness. Since the models rely on features such as location, device type, transaction 

patterns, and risk scores, there is a risk that certain demographic or geographic groups may be disproportionately 

flagged as fraudulent. This could lead to unfair treatment of customers, reduced access to financial services, and erosion 

of trust in banking systems. 

Algorithmic bias may arise from imbalanced training data or historical patterns embedded in the features, potentially 

discriminating against minority groups or customers from specific regions. In addition, the black-box nature of some 

ensemble models (e.g., Random Forest and XGBoost) reduces transparency, making it difficult for stakeholders to 

understand and challenge automated decisions. 

To mitigate these risks, future implementations should incorporate: 

• Fairness-aware machine learning techniques to detect and reduce bias. 
• Explainable AI (XAI) methods, such as SHAP or LIME, can improve model transparency. 
• Regular bias audits and fairness evaluations before deploying models in live banking environments. 
• Compliance with ethical guidelines and data protection regulations (e.g., GDPR principles or relevant local 

privacy laws in Bangladesh and India). 

Addressing these ethical implications is essential to ensure that machine learning-based fraud detection systems not 

only improve security but also promote fairness, accountability, and public trust in digital banking. 
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6. Findings 

1. Random Forest achieved the highest overall accuracy (0.9896), indicating the strongest general classification 
performance among the tested models.  

2. KNN and SVM also achieved competitive results, while Logistic Regression provided stable, interpretable 
performance.  

3. Despite high overall accuracy, the Random Forest model failed to detect fraud-class transactions, showing zero 
precision, recall, and F1-score for the minority fraud class.  

4. The most influential features in fraud detection were risk score, CVV validation, transaction amount, IP address 
flag, and account balance.  

5. The findings confirm that machine learning can strengthen fraud detection in banking, but class imbalance 

remains a major challenge in real-world cybersecurity applications. 

7. Recommendations 

1. Financial institutions should integrate machine learning-based fraud detection systems into digital banking 
platforms to improve real-time monitoring and transaction security.  

2. Cybersecurity frameworks in banking should include transaction-level risk indicators, such as authentication 
methods, device types, and behavioral anomalies.  

3. Data balancing techniques, resampling methods, or cost-sensitive learning should be applied to improve the 
detection of minority fraud cases.  

4. Ensemble-based models may be prioritized in fraud analytics, but they should be combined with additional 
strategies to reduce bias toward majority-class transactions.  

5. Future studies should test the proposed models on larger, real-world banking datasets collected from actual 
financial institutions. Such validation will enhance the generalizability and practical applicability of the 
findings in real cybersecurity and fraud-prevention scenarios. 

8. Limitations 

1. This study used a synthetic dataset of 12,000 transactions. Although designed to be realistic, synthetic data 
cannot fully capture the complexity, noise, missing values, concept drift, and adversarial behavior observed in 
real-world banking transactions. As a result, the generalizability of the findings to actual banking environments 
is limited. 

2. The dataset was highly imbalanced, which significantly affected the models' ability to detect fraudulent 
transactions. 

3. Only five machine learning models were examined, while other advanced or hybrid methods were not included 
in the analysis. 

9. Conclusion 

This study evaluated the effectiveness of cybersecurity frameworks in preventing banking fraud by applying machine 

learning models. The results show that Random Forest, KNN, and SVM achieved strong overall classification 

performance, with Random Forest producing the highest accuracy. The study also found that security-related and 

behavioral features, such as risk score, CVV validation, and transaction amount, contribute meaningfully to fraud 

detection in banking environments. These findings suggest that machine learning can provide valuable support in 

strengthening fraud prevention and improving cybersecurity practices in digital banking systems. However, the study 

also demonstrates that high overall model accuracy does not necessarily translate into effective fraud identification. 

The failure of the best-performing model to detect minority fraud cases highlights the critical impact of class imbalance 

in banking fraud analytics. Therefore, the study concludes that effective cybersecurity frameworks in banking must 

combine predictive modeling with appropriate data balancing, feature engineering, and adaptive security controls. 
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Overall, this research contributes to the growing understanding that fraud prevention in banking depends not only on 

strong algorithms but also on the development of more balanced, practical, and resilient cybersecurity systems.  
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