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Abstract 

In the digital era, characterized by extensive online data exchange, information security has become a priority. While 
traditional encryption methods have proven effective in protecting data transfers, the advent of advanced quantum 
computing has increased susceptibility to security breaches. Quantum encryption provides a revolutionary solution to 
this problem by using quantum mechanics principles to establish algorithms that are impermeable to decryption. Using 
these quantum properties, cryptographic protocols are developed to provide superior security, unlike traditional 
encryption methods. The image plays an important role in transmitting information in all areas. Therefore, quantum 
image encryption methods are specifically designed to counter the potential risks posed by quantum computers, which 
can compromise conventional encryption protocols. This ensures the preservation of data security despite advances in 
quantum computing technology. In addition, quantum image encryption improves data transmission efficiency by 
establishing secure communication channels using quantum stats, thereby reducing the need for bandwidth and 
improving transmission speed. This paper proposes a new method of quantum encryption based on GNEQR 
representation and the modification of pixel values and positions in an image. After converting the image into a quantum 
form, we applied an algorithm to modify the values and positions of the pixels using a succession of quantum gates. We 
concluded this study with a statistical analysis showing the robustness of our quantum image encryption method. 

Keywords : Quantum image encryption; GNEQR representation; quantum image processing; quantum gate; quantum 
encryption circuit. 

1. Introduction 

Data and communication systems are facing serious security challenges due to the growing popularity of multimedia 
technologies and the emergence of smart electronic devices. Current communication requires the use of image encryption 
techniques as effectively as possible to preserve the confidentiality of sensitive images Digital images are essential to 
modern communication, enabling ideas to be conveyed concisely and effectively. Sending images with maximum security 
remains a major challenge and is becoming increasingly difficult with the relentless advancement of quantum computing 
[1]. Quantum image cryptography is currently one of the best techniques for protecting multimedia data [2]. Quantum 
image representation allows image data to be represented using quantum states [3].FRQI [4], NAQSS [5], QUALPI [6], 
SQR [7], NEQR [8], GNEQR[9], QRCI [10], QRMW [11], QMCR [12], QBIR [13], QIIR [14], OQIM [15] and others [16]  and 
other methods are used to represent image data in the form of qubits. 

The development of algorithms for quantum image cryptography is crucial due to the sensitive and complex nature 
of visual data. Images contain a huge amount of information that requires special methods to secure their exchange. 
Research in this area is essential to ensure the privacy of visual data in an ever-changing digital world. 

http://creativecommons.org/licenses/by/4.0/deed.en_US
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Many studies have been conducted to find a more secure and efficient quantum image encryption algorithm. An 
algorithm that can ensure that all image data are secure and protected from unauthorized access. It must be able to 
encrypt large sets of image data quickly and efficiently [17].  

The GNEQR quantum representation is emerging as a novel approach in the field of quantum cryptography, offering 
significant advantages in terms of security and efficiency [9].   It relies on advanced quantum principles to transform 
visual data into a quantum form, thus exploiting the unique properties of quantum mechanics to guarantee information 
confidentiality. 

In this work, we examine in detail the theoretical foundations of the GNEQR quantum representation and explore its 
specific application to image encryption. We highlight the potential advantages of this approach, including its resistance 
to both classical and quantum attacks, as well as its ability to guarantee the confidentiality of visual data in an emerging 
quantum computing context. 

This study helps broaden our understanding of the possibilities offered by quantum cryptography in image 
processing, paving the way for new secure applications in various fields that require image transmission. 

2. The GNEQR representation 

The GNEQR quantum representation is important in various areas of quantum information processing. It allows for 
the storage and processing of quantum images, facilitating tasks such as quantum image transformations and 
transparency information processing. Additionally, the GNEQR representation method solves the problem of image 
scrambling for rectangular images, requiring fewer quantum bits to represent images of different sizes [9]. Furthermore, 
the GNEQR representation is used in encryption protocols to secure the exchange of facial images, perturbing pixel 
locations per block in grayscale images. Overall, the GNEQR quantum representation provides a valuable tool for quantum 
image processing, enabling efficient storage, manipulation, and encryption of quantum images [18].  

This representation is described in [19],[20]. For a gray image, color  with m qubits is presented by (1) : 

|   = |αm-1αm-2……..α1α0=|αm-1 |αm-2… |α1 |α0            (1) 

 

With m-1m-2 . . . 0 is the binary extension of  

 

The expression of a quantum image for a 2n × 2n image is described by (2) 

|Ψ =
1

√2n+n
∑ ∑ |f(x, y)⟩ |x⟩|y⟩2n−1

y=0
2n−1
x=0                              (2)                                 

Where 

f(x, y) : pixel color 

(x, y) :  position of the pixel 

The following figure “Fig. 1” presents an example of the GNEQR representation for a 2122 size image and its quantum 
state [18]. 

 

Fig.1 Example of the GNEQR representation for a 24 size image and its quantum state. 

3. Steps of quantum encryption 

3.1. Step 1 

We took a sample color image (Lena's image), 128 x 128. “Fig 2”. 
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Fig.2 Original image. 

 
We transform it into a gray image “Fig. 3”. 

 

Fig.3 Gray image of Lena. 

Then, we extract the first block 4x4 of the gray image matrix (3). 

 

                          ( 

 156 148 145 148  
147 152 149 146
146 153 150 147
153 152 151 154 

)           (3)              

 

3.2. Step 2 

Next, we transform the pixel values into 8-bit binary, and we use GNEQR to represent the pixels in the first block 
22x22 (4). 

|Ψ =
1

22
[ |10011100⟩⨂|00⟩|00⟩ +|10010011⟩⨂|00⟩|01⟩ + +|10010010⟩⨂|00⟩|10⟩ +|10011001⟩⨂|00⟩|11 +

                 + |10010100⟩⨂|01⟩|00⟩ + |10011000⟩⨂|01⟩|01⟩ +|10011001⟩⨂|01⟩|10⟩ + |10011000⟩⨂|01⟩|11⟩ +

                  + |10010001⟩⨂|10⟩|00⟩ +|10010101⟩⨂|10⟩|01⟩ + |10010110⟩⨂|10⟩|10⟩ +|10010111⟩⨂|10⟩|11⟩ +

                  + |10010100⟩⨂|11⟩|00⟩ +|10010010⟩⨂|11⟩|01⟩ + |10010011⟩⨂|11⟩|10⟩ +|10011010⟩⨂|11⟩|11⟩]     (4)           

 

3.3. Step 3     

Table 1 exhibits the quantum logic gates that are used in the encryption circuit [1],[21],[22],[23]. 
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Table 1 Quantum logic gates used 

Gate Action Notation 

Pauli X or NOT 
X|0=|1 

X|1=|0 

 

 
 

Controlled NOT 

(CNOT) 

CNOT|00=|00 

CNOT|01=|01 

CNOT|10=|11 

CNOT|11=|10 

 

 

 
SWAP 

SWAP|00=|00 

SWAP|01=|10 

SWAP|10=|01 

SWAP|11=|11 

 

 

 

Our quantum encryption algorithm is established by the succession of logic gates (5): 

 

SWAP1,2 SWAP3,4 SWAP5,6 SWAP7,8 C1NOT2 C7NOT8 NOT9 NOT10 NOT11 NOT12   (5)             

 

And the quantum circuit of encryption applied to each 4x4 block is “Fig. 4”. 

 

 

 

Fig.4 Proposed quantum encryption circuit. 
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4. RESULTS 

Thus, the first block becomes (6) 

                      (

 101 106 100 103 
98 105 103 97
97 107 100 98

 104 99 104 108 

)          (6)   

The first block's encrypted state |c is represented by  (7) 

|Ψ𝑐 =
1

22
[01100101⟩⨂|00⟩|00⟩ +  01100010 ⊗ 0001 + 01100001 ⊗ 0010 + 01101000 ⊗ 0011 

                       +|01101010⟩⨂0100 + |01101001⟩ ⊗ 0101 + |01101011⟩ ⊗ 0110 + |01100011⟩ ⊗ 0111 

                       +|01100100⟩⨂|10⟩|00⟩ +|01100111⟩⨂|10⟩|01⟩ + |01100100⟩⨂|10⟩|10⟩ + |01101000⟩⨂|10⟩|11⟩ 

                      +01100111 ⊗ 1100 + 01100001 ⊗ 1101 + 01100010 ⊗ 1110 + 01101100 ⊗ 1111]    (7) 

 

Finally, we can construct the encrypted gray image by concatenation of all the blocks “Fig. 5”.  

 

Fig.5 Encrypted Lena image. 

 

5. Statistical Analysis and Discussion 

5.1. Histogram 

It represents the distribution of pixels in an image.  

The Encrypted image histogram is almost uniform. This is a completely different histogram than the one of the original 
image “Fig. 6”. This indicates that the encryption process is strong and can resist attacks [23]. 
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Fig.6 Histograms of the original and encrypted image. 

 

5.2. Correlation coefficient  

In general, this coefficient is used to measure the similarity between two pixels. This is an important indicator of image 
encryption effectiveness [24]. By calculating the correlation coefficient, we can determine the correlation between the 
original and encrypted images[25], [26]. It is presented by (8) 

 

𝐫 =
∑ ∑ (βij − β̅)(γij − γ̅)N

j=1
M
i=1

√ ( ∑ ∑ (βij − β̅)
2

 ) ( ∑ ∑ (γij − γ̅)
2

 N
j=1 )M

i=1
N
j=1

M
i=1   

              (8) 

Where 

   ij represent the pixels of the original.   

  ij  represent the pixels of the cipher image. 

   ̅ and ̅ are average values of ij and ij . 

 

To make it difficult to guess the value of a pixel’s neighbors, an encrypted image must have a low correlation between 
two neighboring pixels [27],[28].   

 

Table 2 compares our correlation results along directions with previous work using the Lena image. 
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Table 2 Correlation coefficients for our method and those of other studies 

 

The correlation coefficients of the proposed method are near zero compared with those of previous studies.                   
This means that there is little linear correlation between the pixels of the original image and those of the encrypted image. 
Therefore, the encryption is robust and secure against correlation analysis attacks [32],[33]. 

5.3. MSE  

The Mean Squared Error measures how closely the original image and encrypted image are similar [7]. It is 
presented by (9) 

 

MSE =
1

M×N
∑ ∑ (I(x,y)-I'(x,y))2

N

y=1

M

x=1

      (9) 

I(x, y) : original image 

       I’(x, y) : encrypted image 

       MN: image size 

       x,y: pixel position 

Table 3 presents the MSEs found and those of the two previous results. 

 

Table 3 MSE of grey images for our method and those of other studies 

Method MSE per Channel 
Red Green Blue 

Ref. [33] 9.117E3 9.810E3 1.068E4 
Ref. [20] 9.827E3 1.0481E4 4.108E4 
Proposed 1.0438E4 1.1057E4 9.1731E3 

 

As a criterion for encryption level, the MSE value can be used to determine the security of cryptosystems. A higher MSE 
value indicates a stronger encryption method[34]. 

5.4. Discussion 

Our histogram of the encrypted image is uniform, meaning that it has pixel values distributed evenly across the range, 
making it difficult to detect visual patterns in encrypted images. Therefore, it is difficult to determine what the original 
image looked like. This makes the task of analyzing encrypted images much more difficult than that of analyzing 
unencrypted images. 

The correlation coefficients found are very close to zero. In this way, the encryption technique eliminates the 
correlation between pixels adjacent to the original image, making any attack based on correlation difficult. 

The MSE values we found are high, which shows that the similarity is almost zero between the original image and the 
encrypted image. This indicates that our method can withstand attacks. 

 Correlation directions 
Vertical Horizontal Diagonal 

Image (Lena) 0.90503 0.78617 0.71676 

Cipher image -0.01336 -0.01336 -0.00910 

Cipher image in Ref. [29] 0.01308 0.0271 -0.00427 

Cipher image in Ref. [30] -0.0039 0.0229 -0.0106 

Cipher image in Ref. [31] 0.013787 -0.010578 0.015208 
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6. CONCLUSION 

This study presents a new encryption method based on the use of the GNEQR representation and the modification of 
pixel positions and values. Based on the results, we conclude that the proposed quantum encryption method is both 
secure and resilient to common attacks. We are convinced that our method can be improved to provide an efficient and 
secure solution for broad image encryption applications. Future research could focus on developing more efficient 
encryption algorithms, using multi-factor authentication for improved security, and exploring the use of quantum 
computation for secure encryption. 
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